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WHAT THEY ARE

SQL (Server Query Language) is a language that programmers use to communicate with relational databases. In simple terms, think as SQL as advanced equations in Excel files. They allow one to specific which columns and rows from tables (imagine an Excel spreadsheet) they want. A typical SQL query has several parts to it: select (where the columns wanted are defined), from (where the tables those columns come from), where (conditions to filter out specific rows), and several others.

SQL Injections happen only in the “where” section of the query. I will explain why later. First, however, here is an example of a basic SQL query:

SELECT cola, colb FROM table WHERE cola = ‘foo’;

In the above query, we are selecting “cola” and “colb” from the SQL table “table” where “cola” must equal “foo”. Alone there is nothing wrong with this query. However, assume someone intends to delete all of the data from “table”. To do this they would need to use a query that started with “delete” instead of “select”. Given the above query, if we wanted to inject a delete query into the select query—regardless of the method—the query might end up looking like this:

SELECT cola, colb FROM table WHERE cola = ‘’; DELETE FROM table WHERE cola <> ‘’;

It won’t be immediately obvious that this query is the same basic one as above. Instead of putting “foo” in between the single quotes, we have now put:

’; DELETE FROM table WHERE cola <> ‘
As you can see, what happens is that the text that was placed as the condition for the “cola” column now prematurely finishes off the query and causes the execution of another one—a malicious “delete” query.

These injections can only happen in/after the “where” section of the query because that is where variable data is inputted. That’s a lot to suck in, more simply: that is where stuff will change. If a person is logging into a website, their login information will be placed into the “where” section of the query and so the final query will be different for all users.

HOW THEY HAPPEN IN PHP

SQL injections happen in SQL queries. That means that PHP needs to have an interface to a relational database to allows queries in the first place. Luckily PHP has many options available; however, MySQL will be the focus as it is open-source and widely used.

A MySQL query in php would take the following form:

mysql_query(“SELECT cola, colb FROM table WHERE cola = ‘foo’”, $link);

We are back with our original query, it is simply wrapped in the “mysql_query” PHP function. Right now there is absolutely no way for a SQL injection to take place, so for the sake of a better example, a query for a simple member login will be used.

$user_name = $_GET[‘username’];

$password = $_GET[‘password’];

$result = mysql_query(“SELECT * FROM members WHERE user_name=’{$user_name}’ AND password = ‘{$password}’”, $link);

Note: this login page will be accessed through:

http://www.somesite.com/login.php?username=peter&password=secret

Now we’ve set ourselves up for a SQL injection! Pay close attention to the red and green highlighted text. What we can deduce from this code is that a person will fill in their username and password into our standard login form. When they click “Login” they will be redirected to the website URL above that has their user name and their password listed in the URL. PHP can read the data in the URL as “get” variables, as is evidenced with the $_GET variable. Finally, PHP immediately passes the values of the $user_name and $password variables into our MySQL query to see if information in the database exists for this member.

Suppose that I put some malicious code into the login form instead of putting my normal login information. Whatever I put into those form fields is directly put into the query; hence those values are injected into the query. We expect those values to be safe; however, that is not always the case. If I logged in with the following information…

User Name: peter

Password: ’;DELETE FROM members WHERE user_name <> ‘

…then the MySQL query would essentially become:

$result = mysql_query(“SELECT * FROM members WHERE user_name=’peter’ AND password = ‘’;DELETE FROM members WHERE user_name <> ‘’”, $link);

Clearly this is distressing because a database will be wide open to such attacks without the proper security measures.

HOW THEY CAN BE PREVENTED

As a programmer, one should be intimately knowledgeable about the code and what data it expects to receive. Given that we know how the incoming data should be formatted, we can easily protect against such attacks.

I. NUMBERS

If the incoming data are expected to be a number, do not use the PHP function “is_numeric” to check its type. This function is not reliable. If the type absolutely needs to be checked, use the function “ctype_digit”. A much easier solution to check though is to not check at all and simply force an assumption. Using the function “intval” or typecasting “(int)” to a variable, we force its value to be a number and it is no longer a threat to the database.

II. LETTERS / WORDS

If the incoming data is expected to be a collection of letters or words—as is the case with the login example above—then we can also protect the database from them too. For some data, we will know that there should be a maximum character limit, as will be reinforced by the database assuming the data are clean. Therefore, we can immediately use the PHP function “substr” to truncate certain datum. Finally, before putting anything into the database, the function “mysql_real_escape_string” needs to be used so that MySQL will escape possibly malicious characters in its own way. As an aside, “mysql_real_escape_string” might have some inherent flaws, and this function should therefore be researched in the online PHP Manual comments at http://www.php.net/mysql_real_escape_string.

CONCLUSION

Unfortunately we cannot assume that everyone intends well. It is likely that someone will try to find flaws in any online product or service that receives a lot of attention. As programmers, we should always expect these people and program with their intentions in mind.

